Kerberos

KDC 1 2 Client 3 hhhhhhhhhhhh Server

1. Client KDC: c, s, n 2. KDC Client: {K_{c,s} ,n}K_c ,{T_{c,s}}K_s 3. Client Server: {A_c}K_{c,s} ,{T_{c,s}}K_s

Figure 1: Getting and using an Initial Ticket

KDC TGS usually co-located .........................

Client Server 1 c c c c 2 3 4

5 hhhhhhhhhhhhhhh

1. Client KDC: c, tgs, n 2. KDC Client: {K_{c,tgs} ,n}K_c ,{T_{c,tgs}}K_{tgs} 3. Client TGS: {A_c}K_{c,tgs} ,{T_{c,tgs}}K_{tgs} , s, n 4. TGS Client: {K_{c,s},n}K_{c,tgs} ,{T_{c,s}}K_s 5. Client Server: {A_c}K_{c,s} ,{T_{c,s}}K_s

Figure 2: Getting a service ticket